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Alice and the Red Queen running hand in hand 

illustration by John Tenniel, 1871, now Public Domain 

https://commons.wikimedia.org/wiki/File:Alice_queen2.jpg 
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user -> developer -> researcher story with 

intentionally ambiguous title J 

ǒ ñdevicesò 

ǒ ñtrustworthyò 

ǒ ñdriversò: broad issues 

ǒ motivating example applications 

ǒ prototype gateway stack components 

ǒ Genode / seL4 verification 

ǒ Syracuse Assured Boot Loader Executive 

ǒ ñdriversò: device driver software 

ǒ ñdriversò: lessons learned 

ǒ next steps 

our primary objective as / on behalf of users: 

return meaningful control of devices and 

networks to their proper owners, by enabling 

a safe exit from the Red Queenôs race 

mailto:stu.card@critical.com
https://commons.wikimedia.org/wiki/File:Alice_queen2.jpg
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ñtrustworthyò 

ǒ not just trusted: a decision to trust a system should be based on evidence 

ǒ several dimensions 

ǒ Reliable: doesnôt fail in isolation 

ǒ Scalable: doesnôt fail just because many are interacting 

ǒ Secure: doesnôt fail due to malicious action 

ǒ Resilient: 

ǒ continues to provide some level of service even if partly broken 

ǒ facilitates rapid restoration of full services 

ǒ not binary: varying degrees of confidence along each dimension 
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ñdriversò: broad issues / aspects 

ǒ System 

ǒ Protocol 

ǒ Software 

ǒ Hardware 

ǒ Energy/Power: not the microkernelôs problem directly, but e.g. an energy-

draining attack depends on the scheduler to get the time to drain the battery 

ǒ User Training: if a user trusts the system to do A, but it has actually been 

designed [& verified] to do Bé 
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motivating example applications 
(we have really worked on 3 of these for clients, 3 as IR&D, and are proposing the rest) 

ǒ RANalyzer remote spectrum analyzer (Xilinx Zynq Ultrascale+ ARM based) 

ǒ OTT/IPTV mesh Content Delivery Network gateway (AMD x86-64 based) 

ǒ blockchain-based cryptocurrency accepting vending machines 

ǒ ñMy Portable Digital Lifeò private cloud computing product 

ǒ multi-core / multi-ISA (e.g. ARM & RISC-V) run-time cross-checking 

ǒ run-time safety/security model compliance monitor for safe UAS in shared airspace 

ǒ autonomous [cyber-physical] systems w/machine learning & mobile code 

ǒ DTN/IP/SDR gateway for B-LOS emergency networking 
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replicating autonomous agents 

óbidô on 

source 

objects 

sufficient? 

transform 

put new 

objects or 

recipes 

publish 

metadata & 

óaskô 

yes 

no 

Å mobile code can migrate nearer data sources 

Å useful / fit / ñprofitableò code can proliferate 

Å each resource is owned by 1 agent 

Å each agent demands credentials 

Å each agent follows its own policy 

Å some agents also learn [utilities] 

Å resource grants are capabilities 

Å credential/capability tickets required at each step 

Å not only data but also code can be transformed (by 

human programmers and/or Genetic Programming) 

Å key issue is certification of transformed code: 

credentials of parents do not apply to offspring, but may 

influence decision to trust offspring 
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or knock out 2 core links; 

this energy distribution 

grid is very robust 
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or knock out 2 core links; 

this data network also is 

very robust (it has the 

same structure as the 

energy distribution grid, 

rotated 60 degrees) 
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But what if: 

- data switches need energy; 

- power switches need data? 
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Cascading failures yield 

complete collapse of both 

separately robust networks, 

made fragile by introduced 

mutual dependence! 
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ǒ many potential causes of widespread outage 

ƺ cyber attack 

ƺ solar Coronal Mass Ejection 

ƺ nuclear ElectroMagnetic Pulse 

ƺ https://www.whitehouse.gov/presidential-actions/executive-order-

coordinating-national-resilience-electromagnetic-pulses prioritizes 

ǒ Our very small company is working unfunded efforts (we need not only 

funding but also technical help) to mitigate this existential risk by developing 

trustworthy Beyond Line Of Sight wireless gateways 

ƺ WiFi, LTE CBRS, SATCOM, HF 

ƺ local non-volatile storage 

ƺ alternate power sources 

ǒ ñguerillaò commercial deployment 

ƺ IP Set Top Box (video etc.) 

ƺ other nominal-condition services 

ǒ many issues to address 

ǒ seL4 helps w/someé 

Solar & ham radio equipped Prius; 

photo used by permission of 

CDR (ret.) Bob Bruninga WB4APR 

Wind & solar powered light pole, adaptable as 

Delay/Disruption Tolerant Network (DTN) / 

Internet Protocol (IP) wireless mesh router 

pole; photo used by permission of Colite 

Technologies www.colitetech.com 
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prototype gateway stack components (1 of 3) 

ǒ Delay / Disruption Tolerant Network (DTN, RFC 

4838 etc.) ñBundle Protocolò message router 

ǒ Tahoe ï Least Authority File Store 

ƺ k of n distributed storage 

ƺ strongly encrypted 

ƺ capability based access 

ǒ Host Identity Protocol (HIP, RFC 4423 etc.) 

ƺ identifier ï locator deconflation 

ƺ HI private key is authentication capability 

ƺ IP address binding is location capability 

ǒ GNU Radio Software Defined Radio (SDR) 

ƺ XML specified graph -> auto-generated 

Python composition of C++ blocks 

ƺ strong security needed for FCC approval 

ƺ natural for decomposing into components 
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prototype gateway stack components (2 of 3) 

ǒ component framework 

ƺ VMs each on its own unprivileged VMM 

ƺ or Sculpt natively component-oriented OS 

ǒ Genode (see slide after next) 

ǒ seL4 
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prototype gateway stack components (3 of 3) 

ǒ x86-64 w/Trusted Platform Module (TPM) 

ƺ SABLE trusted/secure boot 

ƺ our current primary prototype 

ǒ ARM 

ƺ Xilinx Zynq Ultrascale+ MPSOC -> RFSOC 

ƺ our SDR integration prototypes 

ƺ we got Genode / seL4 running on real ARM 

hardware, inc. SabreLite (seL4 reference 

platform), rather than just in emulation 

ƺ how-to etc. https://genodl4arm.critical.com/ 

ƺ code patches 

https://github.com/CriticalTechnologiesInc/g

enode-sel4-arm  

ǒ RISC-V 

ƺ MicroSemi/MicroChip PolarFire FPGA SOC 

has other strong security features 

ƺ in discussion w/several silicon vendors on 

adding Capability Hardware Enhanced RISC 

Instructions (CHERI) 

https://genodl4arm.critical.com/
https://genodl4arm.critical.com/
https://github.com/CriticalTechnologiesInc/genode-sel4-arm
https://github.com/CriticalTechnologiesInc/genode-sel4-arm
https://github.com/CriticalTechnologiesInc/genode-sel4-arm
https://github.com/CriticalTechnologiesInc/genode-sel4-arm
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üLeast privilege: capability-based security 
üMixed criticality 

Å construct special-purpose OSes 

Å isolated components, app-specific TCBs 
üDependability 

Å lightweight (~4 MB) 

Å account, trade, & track physical resources 
üScalability & Cross-Platform 

Å recursive system structure 

Å host existing OSes, VMMs 

Å x86, ARM [TrustZone] 
ü Open Source Community Support 

Å source code at GitHub 

Å several microkernels inc. seL4 

Å over 100 ready-to-use components 

Genode extends seL4 ecosystem & 

seL4 handles several issues for Genode, esp. 

Å memory management 

Å inter-component communications 

Å formal foundation for capabilities 

TinyCore Linux on Seoul VMM, 

MS Windows 7 on VirtualBox; 

both concurrently on Genode! 

Genode resources dynamically (vs CAmkES 

statically) allocated & accessed via capabilities strictly 

following process tree 


